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Extracting understanding from the growing “sea” of biological and
socioeconomic data is one of the most pressing scientific challenges
facing us. Here, we introduce and validate an unsupervised method
for extracting the hierarchical organization of complex biological,
social, and technological networks. We define an ensemble of hier-
archically nested random graphs, which we use to validate the
method. We then apply our method to real-world networks, including
the air-transportation network, an electronic circuit, an e-mail ex-
change network, and metabolic networks. Our analysis of model and
real networks demonstrates that our method extracts an accurate
multiscale representation of a complex system.
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he high-throughput methods available for probing biological

samples have drastically increased our ability to gather com-
prehensive molecular-level information on an ever-growing num-
ber of organisms. These data show that these systems are connected
through a dense network of nonlinear interactions among its
components, and that this interconnectedness is responsible for
their efficiency and adaptability. This interconnectedness, however,
poses significant challenges to researchers trying to interpret em-
pirical data and to extract the “systems biology” principles that will
enable us to build new theories and to make new predictions (1).

A central idea in biology is that life processes are hierarchically
organized (2-4). Additionally, it seems plausible that this hierar-
chical structure plays an important role in the system’s dynamics (5).
However, given a set of genes, proteins, or metabolites, and their
interactions, we still do not have an objective manner to assess
whether such hierarchical organization does indeed exist or to
identify the different levels in the hierarchy.

Here, we report a method that identifies the levels in the
organization of complex systems and extracts the relevant infor-
mation at each level. To illustrate the potential of our method, it is
useful to think of electronic maps such as those provided by Google
Maps [see supporting information (SI) Fig. 5]. Electronic maps are
powerful tools because they present information in a scalable
manner—despite the increase in the amount of information as we
“zoom out,” the representation displays the information that is
relevant at the new scale. In the same spirit, our method will enable
researchers to characterize each scale with the relevant information
at that scale. This achievement is key for the development of
systems biology, but it will encounter application in many other
areas.

Background

Complex networks are convenient representations of the interac-
tions within complex systems (6). Here, we focus on the identifi-
cation of inclusion hierarchies in complex networks, that is, to the
unraveling of the nested organization of the nodes in a network into
modules, which in turn are composed of submodules and so on."

A method for the identification of the hierarchical organization
of nodes in a network must fulfill two requirements: (i) It must be
accurate for many types of networks, and (i) it must identify the
different levels in the hierarchy as well as the number of modules
and their composition at each level. The first condition may appear
trivial, but we make it explicit to exclude algorithms that only work
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for a particular network or family of networks, but that will
otherwise fail. The second condition is more restrictive, as it
excludes methods whose output is subject to interpretation. Spe-
cifically, a method does not fulfill the second condition if it
organizes nodes into a tree structure, but it is up to the researcher
to find a “sensible” criterion to establish which are the different
levels in that tree. An implication of the previous two requirements
is that any method for the identification of node organization must
have a null output for networks, such as Erdés-Rényi random
graphs (10), which do not have an internal structure.

To our knowledge, there is no procedure that enables one to
simultaneously assess whether a network is organized in a hierar-
chical fashion and to identify the different levels in the hierarchy in
an unsupervised way. Ravasz ef al. (11) studied the hierarchical
structure of metabolic networks, but in their analysis the authors
put emphasis on detecting “global signatures” of a hierarchical
network architecture. Specifically, they reported that for the met-
abolic networks studied and for certain hierarchical network mod-
els the clustering coefficient of nodes appears to scale with the
connectivity k as k~1. This scaling, however, is neither a necessary
nor a sufficient condition for a network to be hierarchical (12).

More direct methods to investigate the hierarchical organization
of the nodes in a network have also been recently proposed (13-15).
Although useful in some contexts, these methods do not clearly
identify hierarchical levels and thus fail to satisfy condition ii above.
Furthermore, all of these methods yield a tree even for networks
with no internal structure.

In the following, we define inclusion hierarchies in complex
networks and describe an ensemble of hierarchically nested random
graphs. We then introduce a method that is able to accurately
extract the hierarchical organization of graphs in such an ensemble.
Last, we apply our method to several real-world networks.

Inclusion Hierarchies

We start by explicitly defining “networks with a nested hierarchical
organization” (see SI Text for a mathematical formulation). We
focus on networks that have groups of nodes (modules) that are
more densely connected between themselves than they are to other
groups of nodes. Each module can in turn have its own internal
organization if there are subgroups of nodes within the module
(submodules) that are more interconnected than to other nodes in
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Fig. 1. Schematic illustration of our method for a
simple network. (A) Example network. (B) Modularity A
landscape. For the example network, there are 15 dis-
tinct groupings of nodes into modules. Each large col-
ored circle represents a partition, which we draw inside
the circle, with different colors indicating different mod-
ules. For clarity, we label each partition with a number B

from 1to 15. The color of the partition circle indicates the
modularity of that partition following the color code on ’
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the bottom right-hand side of the diagram. For simplic-
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change of a node to a new module in partition 1 gener-
ates partition 2. The arrows show the direction of in-
creasing modularity. Local maxima correspond to those
partitions that do not point to any other partition; that
is, the change of a single node does not increase the
modularity. In the example, there are two local maxima:
partition 1 and partition 15. To illustrate the concept of
basin of attraction, we show next to each partition a
colored bar (black and white) that represents the prob-
ability that a walker that starts from, for instance, partition 2 and only moves to partitions with larger modularity ends up in either of the local maxima. We use white
to indicate partition 15 and black to indicate partition 1. (C) Coclassification matrix. We show the number of times two nodes are classified in the same module, starting
from a random partition. Note that nodes a, c and b, d are always classified together because they are in the same module in both local maxima (partitions 1 and 15).
In contrast, nodes a and b are only in the same module for one of the maxima (partition 1); therefore, the coclassification is lower than one, but larger than zero. (D)
Comparison with randomized networks. In this case, this is the only network that one can build keeping the same degree distribution and not allowing for self-loops.
Therefore, the average modularity for the local maxima of the randomized networks and that of the network under analysis are the same. Thus, our conclusion is that
this network has no internal organization. (E) Representation of the hierarchical organization for the example network. We show the ordered coclassification matrix
on the Left, and on the Right is the tree showing the organization of the nodes into modules. In this case, the network has no significant structure; thus, we show a
bar of a single color indicating that there is a single module. Note that a modularity maximization algorithm would have a certain chance (the probability depending

PM >M)
&

nect two partitions, for instance 1 and 2, because the
Modularity 7

Modularity, M

on the specific algorithm) of finding partition 15 as the optimal partition and would thus conclude that the network does have a modular structure.

the same module. Note that we assume that the internal organi-
zation of each module is solely determined by the connections
between the nodes within the module, so that each submodule is
completely encapsulated within a larger module.

To test our method, we consider an ensemble of networks,
hierarchically nested random graphs, which by construction have a
nested hierarchical organization. To construct these networks, we
start by defining the nested hierarchy of modules. Suppose we want
to create a network with two levels, then we have to define two sets
of modules: one at the first level and one at the second level.
Consider, for example, a network with 640 nodes that at the first
level has four modules comprising 160 nodes each. Each of these
four modules will comprise four submodules with 40 nodes each.
Once having assigned nodes to groups, we draw an edge between
a pair of nodes (i, j) with probabilities (i) p», if (7, j) are in the same
module at the second level; (if) py, if (i, j) are in the same module
at the first level; and (iii) po, otherwise. We impose that p, > p; >
Po, so that the resulting network will have a larger density of
connections between nodes grouped in the same submodule at the
second level, a smaller density of connections between groups of
nodes grouped in the same module at the first level, and an even
smaller density of connections between nodes grouped in separate
modules at the top level. Thus, the network has by construction a
hierarchical organization (see SI Text).

Extracting the Hierarchical Organization of Networks

Our method comprises two major steps (Fig. 1): (i) estimating the
“proximity” in the hierarchy between all pairs of nodes, which we
call “node affinity”; and (if) uncovering the overall hierarchical
organization of node affinities.

Node Affinity. A standard approach for quantifying the affinity
between a pair of nodes in a network is to measure their “topo-
logical overlap” (11, 16, 17), which is defined as the ratio between
the number of common neighbors of the two nodes and the
minimum degree of the two nodes. This measure identifies affinity
between nodes with a dense pattern of local connections. Because
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topological overlap is a local measure, it will fail to detect any
structure when a network is not locally dense (Fig. 2).

We propose a new affinity measure based on the surveying of the
modularity landscape (18), a collective property of the network.
Our definition of affinity between nodes draws upon the idea that
modules correspond to sets of nodes that are more strongly
interconnected than one would expect from chance alone (18).

A partition P of the network is a grouping of nodes into modules,
each node belonging to a single module. Let P be the ensemble of
all partitions of a network into modules (18, 19), and assign to each
partition P € P the modularity

Sy

i=1

M(P) =

where L is the total number of links in the network, /; is the
number of links within module i, d; is the sum of degrees of all
of the nodes inside module i, and the sum is over all of the m
modules in partition P (Fig. 14). The modularity of a partition
is high when the number of intramodule links is much larger than
expected for a random partition.

Currently, researchers believe that the best way to identify
densely connected groups of nodes is to find the partition P, for
which M(P,p) is the global maximum of the modularity. However,
there are a number of caveats to this idea. First, as illustrated for
the very simple network considered in Fig. 1, there may be more
than one partition with the maximum value of M(P,p). Second, as
demonstrated in refs. 20 and 21, the formulation of M(P) is such
that, depending on the density of connections and groups size, it
prevents some desired grouping and forces some undesired group-
ing. Third, P,, may be in practice unreachable if its basin of
attraction is too small.

To circumvent these limitations, we propose a different ap-
proach. Specifically, we assume that information on the grouping of
the nodes into modules is not contained in a single partition but in
the entire modularity landscape. In the spirit of the Stillinger and
Weber decomposition (22), we propose that the affinity 4; of nodes
i andj is determined by those partitions that are local maxima in the
landscape and by their basins of attraction.
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